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[Source] ISO, ISO/IEC 27002:2022 Information security, cybersecurity and privacy protection — Information security controls, ISO, 2022, pp.143-145 Annex B, Table
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2) NIST, SP 800-150 Guide to Cyber Threat Information Sharing , NIST, 2016, https://doi.org/10.6028/NIST.SP.800-150, .p .31
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[Source] NIST, SP 800-172 Enhanced Security Requirements for Protecting Controlled Unclassified Information: A Supplement to NIST Special Publication 800-171(IPAZR), IPA, 2021,
https://www.ipa.go.jp/security/reports/oversea/nist/ug65p90000019cp4-att/000093059.pdf, p.10 KIE
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[Source] NIST, SP 800-172 Enhanced Security Requirements for Protecting Controlled Unclassified Information: A Supplement to NIST Special Publication 800-171(IPAZR), IPA, 2021,
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[BE] BEACTUSIYADEEDH- RS

a. What s threat intelligence?
What is Threat Intellisence? | IBM

Threat intelligence—also called "cyberthreat intelligence" (CTI) or "threat intel"—is detailed,

actionable threat information for preventing and fighting cybersecurity threats targeting an
organization.

[Source] IBM , What is threat intelligence?, IBM, https://www.ibm.com/topics/threat-

intelligence#:~:text=Threat%?20intelligence%20is%20detailed%2C%20actionable%?20threat%?20information,for%20preventing%?20and%?20fighting%?20cyberthreats%20targeti
ng%20an%?20organization. (access 2024/5/24)

b, Definition: Threat Intelligence
Definition: Threat Intellisence (gartner.com)

Threat intelligence is evidence-based knowledge, including context, mechanisms, indicators,
implications and actionable advice, about an existing or emerging menace or hazard to assets

that can be used to inform decisions regarding the subject's response to that menace or
hazard.

[Source] Gartner , Definition: Threat Intelligence, Gartner, https://www.gartner.com/en/documents/2487216 (access 2024/5/24)
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[Source] IPA,Li@AES54EEMES X7 ACVSS v3#I5E, https://www.ipa.go.jp/security/vuln/scap/cvssv3.html (access 2024/5/24)
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a. SEAHOBmMICEITT

MITREATT&CKD 7 L =L 7 =713, WEZORK/A N oY A N—"REPLR I NIV —ILTHD
e, BREEZONML, ¥ 2T 4 BHEOBACKRICOAITBERZRAEEET B-H, 7JL—LD
BRANBZEBET 5,
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BE T R EEEAMHECES LSICT B,
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c. 77H—F
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¥ 72 ; Sheet 23~37® [Source]
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5 ATT&CK®DE A
v AAHEATT& CK® v v BT 50— KR~y

3) ZEA>TVY

SEAYTY

~ S
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VT

UNDERSTAND MITRE ATT&CK

Ensure you know what ATT&CK is (and isn't) and how vou can use it to understand adversary

Yl WEEDITENAATTRCKD 7 L — L
ICZ>TEBETES LT, BHD
WEFEEWBNOLAHIBEZITD

FIND THE BEHAVIOR

Search for signs of adversaries interacting with platforms or apps to help find a chain of

Nl KR, TEAEEEBYICEEIC

A BEST PRACTICE: MAPPING{CYBER THREAT INTELLIGENCE JT0 ATT&CK

Cyber analysts use the MITRE ATT&CK framework to map real-world TTPs as part of their cyber threat intelligence strategies. The steps below are from CISA's “Best Practices for MITRE ATT&CK Mapping,”
which outlines key steps to successfully map CTl reports to ATT&CK. https:/www.cisa.gov/uscert/best-practices-mitre-attckr-mapping

STEP

03

STEP

04

SEADTZDIEFIAERRLIZED T MOFIEADFIRFAREL TENFEE Ao CTEIMNETARNRDICTHEEVWVELET  FEBRNBICEERON DS B EEMENHDET DT, IEERATIREXZISIRIZE,

VAZEBITIENOT7T7A—F & LTI, FIESTEPOO~050A—F<y 7T%RY,

IDENTIFY THE TACTICS

Review your report to identify tactics: the adversary's goals. Try to figure out what the adversary
was tgving to acco

st MITRETRS BT ZFERR L. B
techniquesorsub  FTEf & HEET. {F P AIAE A Bk AT A
FFE —

IDENTIFY THE TECHNIQUES

Review the technical details in your report to understand how the adversary tried to achieve
theirggals. Comnare this hehaviar with ATTRCK techninues listed under the tactic vou've

;1:;1511!:}:?: A 7 - 7 &EEE,{? [-’ TIK%%?T&
BRlL&SEdTHERZERT S _

T EER BERORTA ST
FHEHEDOITS
RESEARCH THE BEHAVIOR

Perform additional research to understand the context of suspicious behaviors. This may
inclgglereview

e FEAEMEORNRAEL. WED
Mosoin FTE)E, IATH) B4R RER
%

STEP

05

IDENTIFY THE SUB-TECHNIQUES

Once you've identified techniques, review sub-technique descriptions in ATT&CK and compare
th behavic

hondectisy MITRED DHFTE L 7 iili 0o 77
7=y DAL D—EHE#ERYST
%

A—Fk=2vy7& LT, Best PRACTICE& Worst PRACTICEZ RL., ERICHT=> TDOIIRLPTLE
LzEEYT S L5 FERZRLTVLS,

[Source] MITRE , MITRE ATT&CK, https://attack.mitre.org/docs/attack_roadmap_2022_october.pdf (access 2024/5/24)
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(4) ATT&CK®DH A HE5Ak

[Source] Sheet24-28 ; https://attack.mitre.org/ HoDY ¥

‘ Matrices ~  Tactics ~  Techniques ~ Defenses ~ CTl -~  Resources ~  Benefactors Blog[3'|SearchQ

Thank you to SOC Prime for becoming ATTewno st Bent  _/ - A '7 — 7 a)*ﬁﬁﬁ W £F IrBenefactors page. ‘G —
S et Sta
F—LEIav

Learn More about ATT&CK

. https://attack.mitre.org/ ® MITRE ATT&CK® is a globally-accessible knowledge base of adversafNREAN QICICE-RLEIE
tactics and techniques based on real-world observations. The ATT&Q FAQ
knowledge base is used as a foundation for the development of speci

threat models and methodologies in the private sector, in government, a EOgaue it ATTECK l @
@ <:| Get Started Take a Tour in the cybersecurity product and service community. Version History

Legal & Brandi
Contribute Blog @ With the creation of ATT&CK, MITRE is fulfilling its mission to sol e bl Eﬁ% ¢ ﬁj:%o)

$|Jm ﬁ/f ﬁ\\ y Z Ria Random Page | < problems for a safer world — by bringing communities together to develop ﬁ)’,ljj Egﬁ

more effective cybersecurity. ATT&CK is open and available to any person or
organization for use at no charge.

ATT&CK Matrix for Enterprise
Tacticst& Techniques®

layout: flat ~ show sub-techniques  hide sub-techniques
vrUv IR

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection = Command and Exfiltration Impact
Development Escalation Access Movement Control
10 techniques 8 techniques 10 techniques 14 techniques 20 techniques 14 techniques 43 techniques 17 techniques 32 techniques 9 techniques 17 techniques 17 techniques 9 techniques 14 technique
Active Scanning ;3 Acquire Access Content Injection Cloud Administration Account Abuse Elevation Abuse Elevation Control Adversary-in- Account Di Y (& Exploitation of Adversary-in- Application Account Acce
Command Manipulation (g Control Mechanism (s, the-Middle (5 Remote Services the-Middle (5 Layer Removal
Acquire Drive-by Mechanism (s Application Window Protocol (4
Infrastructure (g Compromise Command and BITS Jobs Access Token Brute Force ;4y | Discovery Internal Data Transfer Data Destruct
Scripting Access Token Manipulation s Spearphishing Communication Size Limits
Gather Victim Identity Compromise Exploit Public- Interpreter . Boot or Logen Manipulation (5 Credentials Browser Information Through Data Ei pte
Information 3 Accounts (g Facing Application I} Autostart BITS Jobs from Password | Discovery Lateral Tool Removable Media Exfiltration Impact
Container Execution (14, Account Stores ¢ Transfer Over
Gather Victim Network Compromise External Remote Administration Manipulation g | Build Image on Host Cloud Infrastructure Content Injection Alternative Data
Information (g Infrastructure 7, | Services Command Boot or Logon Exploitation for Discovery Remote Service Protocol (3 Manipulatic
[l Initialization Boot or Logon Debugger Evasion Credential Access Session
Gather Victim Org Develop Hardware Deploy Container Scripts (5 Autostart Cloud Service Dashboard Hijacking (2 Exfiltration Over Defacemer
Information g4 Capabilities (4 Additions Execution (4 Deobfuscate/Decode Files Forced yser Session C2 Channel
Exploitation for Client ' Browser or Information Authentication Cloud Service Discovery Remote Data
Phishing for Establish np'wis‘wiﬁg n Execution Extensions Boot or Logon Services (g l Obfuscation 3 Exfiltration
Information (4 Accounts (3 Initialization Deploy Container Forge Web Cloud Storage Object Clipboard Data Over Other Endpoint De
Replication Inter-Process Compromise Client Scripts (s Credentials (» Discovery Replication Dynamic r of Service
Search Closed Obtain Through Communication 3 | Software Binary Direct Volume Access Through Data from Cloud
sources (3 Capabilities 4 Removable Media Create or Modify Input Container and Resource Removable Media Storage Financial The
Native AP Create Capture (4 Discovery Exfiltration
Search Open Technical Stage . Supply Chain ! lAccnum A ‘ 4 Software . Data from Over Physical ‘ Firmware

©2024 JSSAEHLE U TFAHRTOS 4 k 24



(TER]ICOERIIELIAFTEDSRIADOTHIEFICVERRUIZED T, ABORRADFIRGIEEL THEDEL A CEMBEARARDICTEFAVWELET . FEEIRNE(CIERONHDBEEENHOEI DT, IEEBASIRX 2SRRI,

b, ATT&CK® D ERY!

(5) ATT&CK®ERZ - #EHr 7 = 256

@ Home > Resources > Engage with ATT&CK Coantrihut

| MITRE# X, ATTRCKOER 25}, BHE I RABLEOBN %
Contribute BUAFTWS, (AVFYYOEFHIE6AR L)

ATT&CK is in a constant state of develOD TETTG VVE Al amvway s Ul U TOURUUT TUT TTEVY TITOTTTITA OO (U TTETF TSI TS aiTa SATSTTU WITAU 15 CUVETTSU, 1T yUU NMave auuiiioTar STy ues; RITUV aouat

variations on one already covered, have examples of technigues in use, or have other relevant information, then we would like to hear from you.

We are looking for contributions in the following areas, but all contributions and feedback to ATT&CK are a you think may be useful, please reach us

at attack@mitre.org. CTI'I‘E#EE{#&@W

Due to the high volume of co I&g%@fﬁ'ﬁj‘ Em T 6 to you. We recommend yo j] % “?(j\‘i)‘ (,j' d our approach to maintaining ATT&CK

so that we get the right detail ﬁm,l%#&o)ui t :H:ﬁ months.
7N

Submit a contribution

What we're looki

Sub-Techniques and Techniques Threat Intelligence Website Content Errors

If you find errors or typos on the site related to
ontent, please let us know by submitting the url
where you found the error and a short description.
Examples include typos and syntax errors, improperly
formatted web pages, and 404 errors when links are
clicked.

We map Group and Software examples on our site,
and appreciate your help with referenced information
about how Groups and Software samples use
ATT&CK techniques. Please share the sub-technique
or technique name, group or associated group name,
a brief description of how the technique is
implemented, and the publicly-available reference.

See an example 4 See an example (4
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Let us know what new variations of behaviors real
adversaries are using in the wild! Please share a brief
description of the behavior, any references or
knowledge about how it works and was used, and
how this behavior is not already captured in ATT&CK.

See an example (4
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b, ATT&CK® o ER

(6) ATT&CK®FIFHFT A X X

ATT&CKTIZRBEDTEN 2 ARMICHMEL, N “ATTECK” BB EDITH & ARNICHET BETI ;.
R—ZELTEEBTEZ 7L —LT7—2%1Rtd 3, ETNVOBEERIE. Tactics(Hii-WEEHL1TENT S

H). Techniques(BEZER D 7). Sub-techniques.
Procedures GRZ#:fiiDRE. EMR)

©)

“MITRE ATT&CK” & I Kev Concaris
KEEDEED LY A N—KEEERTZ7L— LT — 4 e | | R |
7 . %Ez&ﬁ*ﬁ' L . ‘lz * = U _7_ 4 Bﬁﬁﬂ &;ﬁ{t? 6 TC wo ATT&CK is a model that attempts to systematically categorize ATT&CK is organized in a series of technology domains, the

adversary behavior. The main components of the model are: ecosystem an adversary operates within. Currently, there are three
+ Tactics, represents “why” or the reason an adversary is technology domains:
performing an action « Enterprise, representing traditional enterprise networks and
+ Techniques, represents "how" adversaries achieve tactical cloud technologies
What '|S ATT&C K’) goals by performing an action « Mobile for mobile communication devices
* Sub-techniques, a more specific or lower-level description of « [CS for industrial control systems

ATT&CK is knowledge base of adversarial techniques based on real-world observations. ATT&CK focuses on how adversaries interact with . .
adversarial behavior

systems during an operation, reflecting the various phases of an adversary's attack lifecycle and the platforms they are known to target. ithi i i i
4 gan.op 9 P o s P y g Procedures, specific implementation or in-the-wild use the Within each domain are platforms, which may be an operating

Read the ATT&CK 101 Blog post for more information on the basics of ATT&CK and check the short video below. adversary uses for techniques or sub-techniques

6& i “ ra."'i o.f\-

system or application (e.g. Microsoft Windows). Techniques and
sub-techniques can apply to multiple platforms.

For more information on the principles behind ATT&CK, its creation, and its ongoing maintenance, read the ATT&CK Philosophy Paper. For
additional information focused on ATT&CK for ICS, including the unique elements and commonalities with ATT&CK, read the ATT&CK for ICS
Extension.

= © |n—Fvy7&57

Last updated October 2022

MITRE ATT&CK Matrix Poster

Last updated Aprii 2023

How can | use ATT&CK?

The following four use cases are the most common way that users report applying ATT&CK to their work.

Detections and Analytics Threat Intelligence
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[ Search Q
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(Ver 9_Enterprise)

TA0043 Reconnaissance
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. . . Data
r
PRE Enterprise Enterprise Enterprise Swuiitha Groups Get Started s T
Windows
_ _ _ o Learn More TA0002 Execution
mac0$ Mobile Mobile Mobile Mitigations  Software about
Linux ATT&CK TA0003 Persistence
A . ATT&CK
Bl ICS €S ICS Assets Campaingns Dita & ool TA0004 Privilege Escalation
Office 365
Azure AD FAQ TA000S Defense Evasion
Google Work: g g g ; 5
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Containers
Legal & TA0009 Collection
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Android TA0011 Command and Control
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ICS
TA0040 Impact
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